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A quick summary of the last 15 years
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Some implementations (B)
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Some (external) experimentations

Automotive: Diagnosis (Peugeot)
Contactlesskeycard (Renault)

Banking: Reconciliation (Société Générale)
Space: Ariane 5 flight software (EADS)
Microelectronics Smartcard (STMicroelectronics)
Nuclear Control System Design (EDF)
Industry Pneumatic Press(CNAM)
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Some (external) experimentations: REX g:B
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Some implementations (microelectronics)

ATO0SC12872RCFET Low-power, high-performance, 8-/16-bit secure cryptocontroller with 128 Kbytes ROM Secure Secure
and 72 Kbytes EEPR.OM. Security Features: OTP (One Time Programmable) EEPR.OM nicrocontroler microcontroler
area, RNG [(Random Number Generator), "out of bounds" detectors, side channel attack ST19NA1S8 ST23YRS0
countermeasures. Hardware DES/TDES, 22-bit Cryptographic Accelerator, CRC, ISO ST19NT66A SA23YRS0
14443 Type B contactless interface and IS0 7816 contact interface, Common Criteria
EALS+ and EMVCo Certifications. EALS+ EALS+
ST ST
Secure
microcontrolers Secure
ATS90SC6404 microcontroler
ATS90SC12872 ST23YL80
EAL5+ ST23YL18
Atmel EAL5+
ST
Secure Secure
microcontroler microcontrolers
ST19WRO08 ATS90SC12872R
ST19WR66 ATS90SC12836R
ST19NR66 EAL5+
EALS5+ Atmel
. o ST
Microcircuits
ST1owP microcstfnctl:glaers
STLOWL AT90SC20818
EALS* AT90SC13612
STMicroelectronics announced that the established ST221 128 32-bit secure ST
_ _ L _ _ _ _ AT90SC24036
microcontroller has received 'Common Criteria’ security certification at Evaluation Secure EAL5+
Assurance Level EALS+ (Augmented). The formal recognition will now enable 3G ) o microcontrolers Atmel
network operators to extend their secure mobile services with M-commerce and Microcircuit ATS90SCE404A
— . . . Lo . ST221L128 ATS90SC12872A
digital signature applications, and will provide new opportunities in banking and 1D EALS+ EALS+
market segments. ST Atmel
1998 2000 2002 2004 2006 2008 2010
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Some (internal) experimentations

A Platform screen doors
A Safety critical systems (SIL3/SIL4)
A Opening and closing doors

A Event - B system level specification
A PLC code generated
A Specific to a PLC (Siemens S7)
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Development cycle

Statement of work

Animation .
Internal werification Documentat|on
S SpECiﬁcation External verification
Proof
» Refinement

Proof

-
-

» Implementation

Validation Guide

External verification

Manhual code
LADDER

Safety demonstration

Safety case
Verification of hypotheses

— Experiment
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SIL3/SHI4 4 systems
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Some implementations u
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Event-B applied:d t
Microelectroniesiics
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Source HDL Classical Developmé}it
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Trying a rough ¢comparison

Criteria Classical Flow Experimental Flow
Effort ~145 ~145
person.days (~200 )
Volume ~3 600 VHDL ~7 500
commented source lines ~3 500 VHDL
Proof - ~1 600
numberetitems ~ 600 with ~4000
Structure ~15 tightly linked 4 |oosely linked

module number

(only 1

Simulation
RTL & gate level

~30 patterns Ok

~30 patterns Ok
(better signals)

Size

equivalent nand gates

~5 Kgates

EEEEEEEEEEEEEEEEE




Tooling

Automatic

Predicate
Prover

Automatic
Prover

Predicate
Prover
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Tooling

Automatic

Predicate
Prover

Automatic
Prover

Brama
Animator

Predicate
Prover

Brama
Animator
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Tooling

Automatic

Predicate
Prover

Automatic
Prover

Bart
Automatic
Refiner

Brama
Animator

Predicate
Prover

Brama
Animator
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Tooling

Automatic

Predicate
Prover

Automatic
Prover

ComenC Bart
Code Automatic
Generator Refiner

Brama
Animator

Predicate
Prover

Brama
Animator
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Tooling

Automatic - Automatic
Prover | Prover

B,SYN Predicate Predicate
Code Prover Prover
Generator

ComenC Bart
Code Automatic
Generator Refiner

Brama Brama
Animator Animator
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Downloads

700

600

500 +— 2
\
400 '

\
AN
‘I
300

‘-‘ ,l\\ _
‘ \,‘ / A
200 . : '
1N St
100 \\ :’ \-'"'
N
Ny
D T T T T T T T T
1 2 3 4 5 6 7 & 9 10 11 12 13 14

= === Rodin

Atelier B

monthly downloads since January 2009

# downloads (samples )

Rodin 1.0: 608
Rodin 1.3: yivite

Atelier B 4.0: 3877
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Specific Events: B Dissemination Days

& Rodim Industryy Day

Aix en Provence Apr 2006

A Rodim lndustryy dayy |

Paris Sep 2007

& B Disseminatiomn day S
Salvador de Bahia Aug 2008
Satellite event of SMBF conference

& B Disseminationn day B
Sao Paulo Aug 2008
First technical workshop organised by IPT new lab on Requirements
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Specific Events: B Dissemination Days

& RIAB |
Eindhoven Nov 2009
Satellite event of FM conference

& B Disseminatiomn Day |l
Tokyo Mar 2010
Satellite event of GRACE symposium on advanced software engineering

BXvVwvRICEKD
e {takRscit

An original book
on SW
development in B

EENOHBRMT. J/7MIzPORBERR!

REORRAOERETMLLERBEAONET.
BAFEOERLEBRFOR

RAEZM - AMAPXSR
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Specific Events: B Dissemination Days

Satellite event of SBMF 2010

A Day 1. DEPLOY speakers

A Day 2: external papers (Cfp)

http://www.bmethod.com/php/conference

Day1l Day2
Session 1 Session 1
Tools
Session 2 Session 2
Tools and extensions
I —, I —

Session 3 Session 3
Modelling
J [ Session 4 J

Session 4
Industrial applications

25
-sbmf -2010 -en.php

CLEARSY

SYSTEM ENGINEERING






Ccourses

« Applications industrielles de B »

IRIT Toulouse

T master 2

« Spécification et conception sécurisées »

ENSI Bourges

i 3éme année option sécurité logicielle

« Méthodes formelles »
ENSMSE Gardanne 1 3¢me année

« Développement de logiciels critiques »

ESIL Marseille

T 3eme gannée
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Ccourses

Specification in B and Event -B
Design and software development in B

Examples issued from/inspired by industrial

applications:
Smartcard security policy Event -B specification
Railway Switch B specification and design
Fuel level B specification and design
Block B specification
Virtual machine B specification and design
Stack B specification and design

EEEEEEEEEEEEEEEEE



Smartcard security policy

Donnée disponible

uit

interruption

Mairnory

Protection

\xIXIXIXL/

Bus de données

Security  property
MEMORY_TYPE(currentCell )=ROM_SECURE &

currentOperation = OP_READ &
currentMode = USER

currentResult = NOT_GRANTED

RAM read access control
executeRAM =
SELECT
MEMORY_TYPE(currentCell ) = RAM &
MEMORY_CONTENT(currentCell ) = CODE &

currentOperation = OP_EXECUTE
THEN
currentResult := GRANTED

END
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Fuel level

Services
safety property

Complete  development

Ulbra Sonic Level Ullra Sonic Lewe]
SEFEE T Sensor "k

compute_initial_level , estimate_remaining_fuel
« make the pilot aware of any fuel shortage »

specification , design, implementation (including context machine),
basic machine, code generation (ComenC) and execution
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Fuel level

VARIABLES
estimated_level,
estimated_consumption ,
status

CONCRETE_VARIABLES
estimated_level,

S€ees estimated_consumption ,

status

Imports
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Block

blockl block?2 block3 block4 block5

L. — . S | | S
1 ! | 1

DOWN up
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Block
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